COMPUTER SYSTEM HAVING ENTERTAINMENT MODE CAPABILITIES 

The present invention claims priority to U.S. Provisional Application Serial No. 
60/501,464 filed September 9, 2003. 

FIELD 

5 This disclosure relates generally to computers, and more particularly to a computer 

having entertainment mode capabilities. 

BACKGROUND 

A variety of operating systems are utilized in computers. Many operating 
systems, e.g., Microsoft Windows XP, can be used in a multi-user system that allows multiple 
10 users to logon and use the system. Before a user can use the system, an administrator typically 
creates a user account for the user. The application programs or data of the system can either be 
shared or protected depending on the user's particular configuration. Protection can be 
accomplished by setting a password during logon or by restricting the use of certain applications 
by certain users. 

15 FIG. 1 is a flow chart 100 of a normal OS, e.g., Microsoft Windows XP, boot process on 

a computer having a normal power button. Once the user presses the normal power button 102, 
the OS will start to boot up and stop at a logon window 104 which prompts a user to enter 
security data such as the user's name and password 106. Assuming the user is a registered user 
and enters accurate security data, the Operating System gives that user access to application 

20 programs and data that were previously established. If the system is password protected and a 
user is not a registered user or enters inaccurate security data, access to the system is denied. 
The system may not require security data in which case steps 104 and 106 are skipped and access 
is permitted after the OS boot process. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Advantages of the present invention will be apparent from the following detailed 
description of exemplary embodiments thereof, which description should be considered in 
conjunction with the accompanying drawings, in which: 
5 FIG. 1 is a flowchart of a conventional OS boot process; and 

FIG. 2 is a block diagram of an exemplary entertainment mode computer system; and 
FIG. 3 is a flowchart depicting an exemplary process of providing an entertainment mode 
computer system having logon capabilities. 

DETAILED DESCRIPTION 
10 Figure 2 is a block diagram of an entertainment mode application system 200 according 

to one embodiment. The system 200 may include conventional PC system components, such as 
a system CPU 202, core system chipsets 204 (e.g., North Bridge and/or South Bridge system 
components, and system memory 206. The system may also include a video subsystem 208 
(which may comprise a video card coupled to a system bus and a monitor coupled to the video 
15 card) and audio subsystem 210 (which may include an audio card coupled to a system bus and 
speakers coupled to the audio card). The system may also comprise one or more storage devices 
212, which may include one or more of a hard disk drive, CD/DVD ROM drive and/or flash 
memory drive. Such a storage device may contain video data, audio data, photographic data, or 
other types of data and any combination thereof. This embodiment may also include a 
20 conventional power switch 214 and an entertainment mode power switch 216. Each switch 
operates to power on the PC system components, in a manner described below. 

It shall be assumed in the following detailed description that the PC system includes an 
operating system (OS) that is adapted to control one or more of the system components 
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(described above) and to provide a user interface for user control. Such an OS may comprise, for 
example, Windows XP operating system. It should be understood at the outset that certain 
examples are provided herein with reference to a Windows XP OS, but it is equally contemplated 
that other OS systems can be used without departing from the present disclosure. 
5 An entertainment mode application program 418 may be stored on the storage device 

(e.g., system hard drive) and may be operable to run and execute an entertainment application in 
a manner described below. "Entertainment mode" as used herein means a computer system 
(desktop PC, laptop PC, etc) that is configured to run a video and/or audio and/or digital 
photograph management application program. Such an application program may include 
10 conventional and/or proprietary application programs as may be includes with an operating 
system or provided by third-party vendors. For example, the present description of the present 
embodiment is directed to a video application program that permits a user to view video data on 
a computer system. 

The video application program consistent with the invention may be executed by a user 
15 of a multi-user system that is isolated from other registered users. Further, the video application 
program may be adapted to provide a unique interface which may be assigned to a particular 
user. To this end, a video application program consistent with this embodiment may include 
executable code to complete two processes. The first process may create an entertainment mode 
user account with password protection. Such a process may comprise an initialization or 
20 installation program to perform the desired task. The entertainment mode account may be 

hidden from being displayed to prevent other users from obtaining username and/or password 
information. A second process may comprise automatically supplying entertainment mode 
account data to a convention OS logon process. The second process may be embodied as a 
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driver that is adapted to call selected OS functions to perform an entertainment mode logon, and 
to set values in selected OS functions depending on whether an entertainment mode or 
conventional boot-up process is selected. 

To ensure system security that is part of an OS logon process, the driver described herein 

5 may be adapted to ensure that a conventional logon process remains unaffected. In other words, 
when a user presses the conventional system power button, the driver may be adapted to remain 
inactive while a conventional OS logon process occurs. In this manner, the OS may then process 
logon and password checking in a conventional, secure manner. If a user presses the 
entertainment mode power button, the driver program may be adapted to pass the entertainment 

10 mode account data (e.g., user name and password) to the OS logon process (e.g., Winlogon 
processes). Since a valid username and password are provided to Winlogon, the logon process 
may proceed in a manner fully consistent with OS security. Once proper logon procedures have 
occurred, an entertainment mode application, for example a video application program, may be 
launched. 

1 5 To enhance system security and remain fully compliant with OS security protocols, when 

a user presses the entertainment mode power button and entertainment mode account data is 
passed to the OS logon process, the video application program may be adapted to restrict access 
to selected system components, for example, by controlling some or all of the input devices 
(such as a keyboard and mouse). Thus, the video application may restrict access to selected 

20 areas of the hard drive and OS interface, and may provide that users can only control the video 
application and access video data. In an exemplary embodiment, such restrictions can be 
selected during the aforementioned initialization or installation process and may include 
hardware and/or software component restrictions. 
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Figure 3 is a flowchart 300 depicting an exemplary process of providing an entertainment 
mode computer system having logon capabilities. Entertainment mode user account data (e.g., 
username and password) may be created 302 when a video application program is installed in the 
Microsoft Windows OS. The user account data is stored on the computer. The process may also 
5 include determining if an entertainment mode (e.g., video mode) power on process is selected 
304. In that regard, and referring again to Figure 2, this process may include determining if the 
conventional power button 214 or entertainment mode power button 216 is pressed. If a 
conventional power button is pressed, then a conventional boot-up and logon process is 
performed 306. If an entertainment mode power button is pressed, then a conventional logon is 

10 performed by the OS, and the account data provided by the video application program is supplied 
to the logon process 308. The process may further specify that an entertainment mode 
application is to be executed 310, after the OS boot-up process is complete. In an exemplary 
embodiment, a video application program may be installed on the system and when an 
entertainment mode power button is pressed, the application program may be launched to permit 

15 a user to access video data on the computer system. 

Thus, there is provided an entertainment mode computer system that includes automatic 
logon procedures fully consistent and compatible with OS security protocols. In addition to 
automatic logon procedures, the software of an exemplary embodiment may provide additional 
functionality, as detailed below. The installation program may be adapted to call selected 

20 Windows APIs to create entertainment mode user account and assign a password with the user. 
An exemplary API may include the NetUserAdd API that is a service module provided by 
Microsoft Windows to create user account data. Additionally, the installation program may be 
adapted to assign privileges and/or restrictions to a particular user. Privileges may include, for 
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example, partially restricted access to hard disk data, access to certain directories on the hard 
drive, restrictions on OS interface access, etc. 

After the entertainment mode user account is created, it may be desirable to hide that 
information (i.e., not display that information) to prevent being accessed by users who wants to 
5 use the Windows system. This may be accomplished by setting the appropriate value in the 
Windows system registry to prevent the video user's name from being displayed. 

The driver described herein may be adapted to call selected Windows API services top 
perform additional tasks. To that end, the driver may be adapted to replace an entry point 
address of the selected APIs, such as may be defined in an import and/or export address table 
10 associated with an API. Depending on a desired user function, the driver may be adapted to 
execute selected API functions. 

By way of example, the driver of the present embodiment may be adapted to interact with 
the following Windows functions: 

1) WlxLoggedOutSAS: 

15 This function is called by Winlogon when the OS receives a Secure Attention Sequence 

(for example, press ctl+alt+del keys) event while no user is logged on. If a user wants to run the 
OS, the driver may be adapted to permit Winlogon to call this function when user presses the 
ctl+alt+del keystrokes. Alternatively, if a user wants to operate the system using the 
entertainment mode application program, the driver may be adapted to call this function directly 

20 and pass the entertainment mode application user name and password to it. 

2) WlxActivateUserShell: 

This function is called by Winlogon following a successful logon to request that a 
Windows service (for example GIN A) activate the user's shell program in the OS. If an 
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entertainment mode application program such as described herein is running, the driver may be 
adapted to only load user profile, and show the desktop interface of the OS. 

3) WlxIsLockOk: 

Winlogon calls this function as a check to determine if it is safe to lock the OS, in a 
5 manner known in the art. If an entertainment mode application program such as described herein 
is running, the driver may be adapted to disable the lock function. 

4) WlxLogOff: 

Winlogon calls this function to notify the appropriate OS service (e.g., GINA service) of 
a logoff operation on the PC, allowing the service to perform any logoff operation that may be 
10 required. If an entertainment mode application program such as described herein is running, the 
driver may be adapted to complete a logoff process to log the entertainment mode application 
user off of the system. 

5) Wlxlnitialize: 

This API is called by the Winlogon once for each window station present on the 
15 computer. If the entertainment mode application program is running this function may return a 
TRUE value to tell the system that the GINA DLL was successfully initialized. 

6) ExitWindowsEx: 

This API is used by the driver to determine whether a user has requested a logoff user, 
system shutdown or system restart. If a user requests system shutdown, the entertainment mode 
20 application program may be adapted to convert a shutdown operation into a system hibernation 
operation. To that end, the entertainment mode application program may include instructions to 
direct Windows power management functions to operate in a desired manner. 
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Of course, these are only examples of some Windows functions that can be utilized by 
the present embodiment. Further, this embodiment is not limited to utilizing all or selected ones 
of the Windows APIs listed above, rather it is fully contemplated herein that the driver of the 
present invention can be adapted to call selected ones (or none) of the Windows functions cited 

5 above. It should be understood that the term "driver" as used herein should be given its ordinary 
meaning to one of skill in the art, and may be generally defined as a set of commands embodied 
in software and/or firmware. 

The driver of one exemplary embodiment described herein may be adapted to supply a 
dynamic link library (DLL) module that may be accessed by the Winlogon process to achieve the 

10 functionality stated herein. For example, a DLL may be accessed by USER32.DLL (a Windows 
DLL module) by adding the name of the desired DLL to the Windows registry. Of course, such 
a process can specify a single DLL or a group of DLLs separated either by comma or spaces. In 
operation, once a driver is accessed by the Winlogon, an entry pointer address of the selected 
APIs may change in memory. 

1 5 The entertainment mode application program may be embodied, for example, as a video 

application program, audio application program and/or digital photograph application program. 
It is fully contemplated herein that such an application program include appropriate hardware 
and software functionality to perform a desired function, for example, access video data on said 
computer system and display such video data on said computer system. To that end, it is further 

20 contemplated herein that the entertainment mode application program may be "upgraded" to 
provide future functionality and/or data format compatibility. By way of example, when the 
system 200 is embodied as a video mode entertainment system, the video application program 
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described herein may be a conventional Windows video application program (e.g., Windows 
Media Player), or may be a custom and/or proprietary video application program. 

It will be appreciated that the functionality of any "program" described herein may be 
implemented using hardware, firmware, software, or a combination thereof. If implemented in 

5 software, a processor, e.g., system CPU 402 and machine-readable medium may be adapted to 
contain and execute such software. The system CPU may include, for example the Pentium 
family of processors made by Intel, or a family of processors made by Motorola. Machine- 
readable medium may include any media known in the art (e.g., memory, disk drive, etc.) 
capable of storing instructions adapted to be executed by a processor. 

10 The entertainment mode power switch 216, depicted in Figure 2, may be adapted to 

supply power to the computer system in a manner well known in the art. For example, the 
switch may be adapted to generate an address to system BIOS (not shown) so that a boot process 
proceeds and calls the driver program to load the entertainment mode account data. 
Alternatively, an embedded microprocessor may be adapted to instruct the system to power up 

15 in a manner described above. 

Thus, it is evident that the present invention provides a PC system that includes 
entertainment mode capabilities. Also, advantageously, the entertainment mode of the present 
disclosure may include automatic logon capabilities. It is to be understood that the 
embodiments that have been described herein are only exemplary, and the present disclosure is 

20 not limited to any of these embodiments. It will be apparent to those skilled in the art that many 
modifications may be made to the embodiments described herein, and all such modifications are 
deemed within the spirit and scope of the disclosure, only as limited by the claims. 
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